CTPAHMUIIA 1

KOMIIJIIEKCHAS ABTOMATU3MNPOBAHHAZ KPATKAS XAPAKTEPUCTHKA ITPOAYKTA
CUCTEMA HNCIIOJIHEHNUA BIOAXETA (KACUB)

KoMmiekcHasi aBTOMaTH3HMPOBaHHAs cucTeMa ucnoJiHenuns 0womxera (KACUB)
Ha3nauenue u apxurekTypa

KommiekcHasi aBTomatusupoBanHas cucrteMa ucnosinenust Owomkera (KACHUDB) — npuxnannoe
nporpaMMHOe oOecliedeHHe, MpelHa3HAYeHHOEe ISl aBTOMAaTH3aIlMK Ipollecca MCIOJIHEHUs OrojpKeTra
(manee UB) cyobekra Poccuiickoit @enepanuu (nanee - PD) unu Orokera TH0O0T0 JAPYroro ypoBHS,
BKJIIOYAst JICATEIILHOCTh PETMOHAIBHOTO Ka3HA4YeWCTBA, M B3aUMOJCHCTBUS OFOJKETHOW CHCTEMBI
peruoHa ¢ opranamu (peeparbHOTO Ka3HAYeHCTBA U yUPESIKICHUIMHU OaHKOB.

KACHUB mnoctpoeHa B TpexXypOBHEBOW apXHTEKType (KIMEHTCKOE NPHIOKEHHE — CepBep
MIPUIIOKEHUH — cepBep 0a3 JaHHBIX) U MIPEIOCTABIISET BO3MOKHOCTh PAOOTHI B PEKUME OTCYTCTBUS CBS3H
¢ (MHAHCOBBIM OPTaHOM.

Oobs1acTh NPUMEHeHUs

[Tpouecc ucnonnenus 6ropkera cyobexra PO.

IHoan3oBaTean

®uHaHCOBBIE Opranbl OrOKETOB CcyObekTOoB Poccuiickoit denepanuu, MyHUIMTAIBHBIX
o0pa3oBaHMM, aIMUHUCTPAIIUN TTOCEICHUH, (PUHAHCOBBIC OTIEIBI AMUHUCTPAIIMN TTOCEICHHUH, TIIaBHbBIC
pacnopsiiuTeNny OI0IKETHBIX CPEICTB, TOCYAAPCTBEHHBIC U MYHULIUITAJIBHBIC YUPEIKICHMUS.

(I)yHKIII/IOHaJlebIe BO3MOKHOCTH

OcCHOBHBIE BO3MOKHOCTH

- CocraBienue, yToyHeHue OI0/PKETHON POCTIMCH, TUMHUTOB OIOPKETHBIX 0053aTENIbCTB;
- Hcnonnenue 6rokeTa 1o NporpaMMHO-1LEI€BOMY NPUHIUITY;

- VYyer O10JKETHBIX U JCHEKHBIX 0053aTENIbCTB;

- KaccoBoe oOcnyxuBaHHe JIMLIEBBIX CUETOB OIOJKETHBIX M ABTOHOMHBIX YUPEKIEHUH,
OyXrajaTepckuil y4eT U OTYETHOCTh IO OIEpalMsM CO CPEeACTBAMU OOJIKETHBIX, aBTOHOMHBIX
YUPEKIACHUN;

- Benenune ninaHoB (MHAHCOBO-X03AHCTBEHHOH EATEILHOCTH;

- Benenue kaccoBoro 1iaHa;

- VYueT noctyrieHus 1iaTexei B OI0/IKET;

- VY4er BbITLIAT U3 OIOJKETA;

- VY4er ncTOUHUKOB (PMHAHCUPOBAHUS AEPUIIMTOB OIOIKETOB;

- VYyer puHaHCHPOBAHUS IIEIEBBIX MPOTPAMM;

— VYu4er 1eneBbIX Cpe/ICTB;

— KaccoBoe o6cnyxuBaHue UCIIOTHEHUS OF0/KeTa OpraHaMu GeepaabHOTO Ka3HAYEHCTBA;
- Kasznauelickoe colpoBOXA€HNE ONepaluii 10 JULEBbIM CUeTaM IOPUINYECKUX JIULL;

- VY4er HalMUYHBIX ACHEKHBIX CPEJCTB; OOECrieueHue HATMYHBIMU JIEHEKHBIMU CPEICTBAMH
C TmpuMeHeHueM OaHKOBCkMX KapT; dopmupoBaHue eXEIHEBHON U  MEepPHOJUYECKON
OyXrajaTepcKoil OTUETHOCTH;
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KOMIIJIIEKCHAS ABTOMATU3MNPOBAHHAZ KPATKAS XAPAKTEPUCTHKA ITPOAYKTA
CUCTEMA HNCIIOJIHEHNUA BIOAXETA (KACUB)

- Yuer B3bICKaHUNM Ha OCHOBAHHMH MCIIOJTHUTECIBHBIX JOKYMCHTOB CYZ[G6HBIX OpTraHoOB;

- Benenue Oyxranrepckoro yuera. DopMHpOBaHHWE EKEAHCBHOW W MEPHOIMYSCKON
OyXraiaTepcKoil OTYETHOCTH;

— DJIIEKTPOHHOE B3aUMO/JICHCTBUE C BBIIIECTOSIIIUM OIO/IKETOM;
— DJIEKTPOHHOE B3aUMO/ICHCTBUE ¢ opraHamu desiepaqbHOr0 Ka3HauehcTBa;

- OnexrponHoe B3aumojeiictsue ¢ I'PBC (PBC), rocypapcTBeHHBIMU (MYHULIUIIATBHBIMU)
YUPEXKICHUSAMU;

- DNEKTPOHHOE B3aUMOJICHCTBUE C KPEIUTHBIMU OPTaHU3aALMSIMY;
- DIEKTPOHHOE B3aUMOJIEHCTBUE C HAJIOTOBBIMU OPIaHAMH.

- [Tonyuenue pa3IuYHbBIX dbopm OTYETHOCTHU B pa3Iu4HBIX dbopmarax
(OpenOffice/LibreOffice), pdf.

. Vnanennas padora yepe3 MHTEepHeT;
- VY nanennast pabota B pexxume odduiaiiu;

— DNEKTPOHHOE XpaHWIUIIE JIOOBIX THUIIOB JOKYMEHTOB C JJICKTPOHHOW MOJAMUCHIO
(obGnavyHOE XpaHUIIHUIIE);

- Pacnpenenenne OromxetHsix aanHbix ['PBC (PBC), B Tom umcne dyepe3 yhalleHHOE
MOAKJIIOUYCHHE,

- MO,Z[y.]'IL «I1OYTOBBIM KIHUEHT» - PpacChblIKa COO6H.I€HPII>1 MCXKAY IMOJIb30BATCIIAIMU C
BO3MOXHOCTBIO ITPUKPCIUICHUA TOKYMCHTOB;,

- Pexxum «MeHemkep 11adI0HOBY» - BO3MOKHOCTh CO3J]aHUS, COXPAHCHHUS, PEAAKTUPOBAHUS
1abJIOHOB B €IMHOM HHTEpQeiice MPOrpaMMHOTO KOMIUIEKCA, UCTIONb3Ysl BCTPOCHHBIN PEIaKTOp
Excel-ma610H0B 0T4€TOB;

— Pexum «AaMUHHCTpATOP TPYIIY;
- Mopyns yuera 3asiBOK aJMUHUCTPUPOBAHUS TI0JIb30BATEIIS;

- Pexxum peranmusaimu otdetoB (Drill Down) - BO3MOXHOCTh MOJYYCHHUS JeTAU3ALUH
(pacuudpoBkr) HH(GOPMAIMK, BBIBEIEHHONH B OTYETE€ CO CIHCKOM COCTABIISIOLUIMX JaHHBIX
JETaM3UPyeMOro ToKa3aTens (MepBUYHbIE JIOKYMEHTHI, OOBEKThl cuctemsl). W3 oTuera
CYILLECTBYET BO3MOKHOCTb II€YAaTH U BBIIPY3KH CTPYKTYPBI IIEPBUYHOTO JTOKYMEHTA, IIPOCMOTpA
9KpaHHOW (OpMBI MEPBUYHOIO JOKYMEHTAa U CBA3€H JOKyMEHTa C JApYrUMU OOBEKTaMHU.
[IpuMeHeHHe peXUMa I03BOJIIET YHPOCTUTh KOHTPOJb U MOBBICUTH €ro 3()(eKTHBHOCTS.
Jetanu3anus JOOCTyIHA B TaKUX pPEKHUMax, KaK COCTOSHHME JIMIIEBOTO CYETa, PErUCTpPbI
OyXrajaTepckoro ydera, [JlaBHas KHUTa, perjaMeHTUpOBaHHas OIOPKETHas OTYETHOCTb, MHAas
AQHAJIMTUYECKasi OTYETHOCTD.

IpeumymecTBa

— OO0ecrnieyeHne HaJIEKHOCTU pabOTHl B PEXKUME HEYCTOWYMBOTO COEIMHEHUS WU OTCYTCTBHS
CBA3H;

- SKCHJ'IyaTaHI/ISI B MHOT'OITOJIB30BATCILCKOM PEKHUME;

— Bo3MoxHOCTh COXpaHEeHHUsI B JIOKaJbHOW 0a3e JaHHBIX HA CTOPOHE KJIHMEHTa CHpPaBOUYHUKOB U
JIOKYMEHTOB C LI€JIbI0 YMEHBIIIEHUS CETEBOT0 Tpaka 1 CHUKEHHS Harpy3KH Ha CEpBep;

— DBo3MoxHOCTh co3maHusl pabo4MX CTOJOB, 00ECHEYMBAIOIIMX YAOOHBIH PEXUM HOCTyHa K
JIOKYMEHTAaM;
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— T'uOKOCTbH 1O OTHOIIEHHUIO K OPTaHU3AIMOHHON CTPYKTYpe (PHHAHCOBOTO OpPTaHa;

— BO03MOXHOCTh HCIIOJTHEHUS HECKOJBKUX OIO/DKETOB B €AMHON 0a3e NaHHBIX (HCIIOJHEHUE
KOHCOJUANPOBAHHOTO Oro/keTa cyobekra PD, ncroHeHne 010IKeTOB TIOCEIICHU Ha YPOBHE
MYHUIIMIIAJILHOTO paiioHa);

— Bo03MOXHOCTbh HarfsgHOW M yIOOHON paboThl ¢ UEPAPXUUECKUM JIEPEBOM OIOKETOB, MHOU
CIpaBOYHON MH(OpPMAIUY;

— OcyuecTBieHre onepauuil ¢ OIOKETHBIMH CPEICTBAMHU, CO CPEICTBAMM OIOKETHbIX,
ABTOHOMHBIX YUYPEXJIEHUH B COOTBETCTBUM C TPEOOBAHMUSAMHU HHCTPYKLUMH JJIi OpPIraHOB
®denepanbHOro Ka3HayencTBa;

— Oo0ecnieuenue MH(POPMAITMOHHOTO B3aMMOJENCTBUS c rocy/1apCTBEHHBIMU
(MyHUIIUTIAIGHBIMH) ~ YIPEXKICHUSIMH, C BBIIICCTOSIIMMH (UHAHCOBBIMH OpTaHaMu, C
opranamu ®denepasbHOrO Ka3HauelcTBa, opraHamMu DenepaibHOW HAJIOTOBOM CIIYXObI U
KPEJIUTHBIMU OpraHU3alUsIMHU;

— OcyuiecTBiieHnEe JOKYMEHTOO0OpPOTa ¢ MPUMEHEHUEM 3JIEKTPOHHOM MoANnHcH, oOecredyeHne
3¢ (EeKTUBHOM 3alUTHI TaHHBIX;

— MHurerpanus ¢ cuctemMoil « INEeKTPOHHBIN OI0KETY;
— MHrerpauus ¢ npaBoBou cucreMon «l'apaHT»;

— ABTOMAaTHYecKOe OOHOBJIEHHE JIOKAJILHOIO KIHMEHTCKOTO MPUITOXKCHUS, YCTAHOBJICHHOI'O Y
YAAJIICHHOT'O ITOJIB30BATEIIsl YEPE3 CEPBUC OOHOBJICHHIA.

Ycranoska IO

CucremHble TpeOOBaHUS
[TpoxyxT MoxeT 3¢ PexTuBHO padoTaTh Ha MH000H Linux miardhopme

MuHnumanbHble TpeOOBaHUS OnTumalibHble TpeOOBaHUS
(mo 100 monp30BaTeINEH) 100-400 400+
Cepsep 16 sinep 16 spep (MMHMMAIIBHO) 32 sapa (MUHUMAJIBHO)
o3y 4I'b 32I'b 1281'b
HDD 2561'b 256I'b 1Th
Kenarensno nanmane RAID maccuBa yposas 1 + 0.
Kimenrt
Pazpemenue 1200* (orpannyeHHas 1920%1200 1920x1200
DKpaHa nozaepxkka 1024-768)
o3y 1T 4T'b 8I'b
HDD 256GB 512GB 512GB

|. Pexomenayemas koudurypamusi SQL cepBepa (111 o1HOBpeMeHHO#i padoThI 10
200 moJsb30BaTe€i)

[Iporpammuoe obecnieuenue cepsepa OC ceppepa:

Cepsepnas Bepcusi Linux OC — Debian 10 u Beimie, REDOS 7.1 u Bbimie, Anst LINUX 8 u Bbite,
Astra Linux 1.6 u Beire, ROSA Enterprise 7.3 u Bbiiie
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CTPAHMUIIA 4
KPATKAS XAPAKTEPUCTUKA ITPOAYKTA

KOMIIJIIEKCHAS ABTOMATU3MNPOBAHHAZ
CUCTEMA HNCIIOJIHEHNUA BIOAXETA (KACUB)

Cepsep 6a3 nannbix (He HUXKE): PostgreSQL 13.1 u Boime, PostgreSQL 14.1 u BoIe

Il. Pekomennyemasi konpurypaunus cepsuca npuio:kenuii (1IS)

AnnapaTHasi 4acThb

CPU 4 sanpa, RAM 4 I'b, HDD ot 4 I'b cBoGoaHOr0 Mecra.

IIporpamMmMHoe obecrieyenne ceppepa

OC cepBepa
Pexomenayemas konburypauus cepsuca npuinoxenuii (Apache, Nginx)

Cepsepnas Bepcusi Linux OC — Debian 10 u Bbimie, REDOS 7.1 u Bbiie, Anbst LINUX 8 1 Bbite,
Astra Linux 1.6 u Beimie, ROSA Enterprise 7.3 u Bbime

Pexomennyemsnie Bepcuu http cepseposn
- http cepsep Apache 2.4
- http cepep Nginx 1.18.0
I11. Pexomenayemasi KoHGuUrypamus padoyeii cTaHIMH
Annapatuas yactb (Tabiuya 1).

Tabauna 1. AnnaparHasi yacTb

1_'1\2')_[ [Tapametp MuHuManbpHbIE TPEOOBaHUS Pe:;z%e:li};epléme
1 2 3 4

1 CPU 1,6 I'T 221Tn

2 RAM 1Th 4TBh

3 HDD, cBobomHOE IPOCTPAHCTBO 2Th 10Tb

4 Momnutop, pa3pelnieHue 1024x768 He Hke 1680%1050

IIporpammHoe o0ecnieueHue

oC
(x86, x64): REDOS 7.1 u Bbimie moj nporpamMmmuoit miardpopmoit RED WINE;

JonoanuteasHoe IO

st paboThl ¢ anekTpoHHOM noanuckio (DI1) Heo6X0AMMO yCTaHOBUTH U HACTPOUTH cuctemy 11
(CryptoPro Bepcuu 3.0).
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KOMIIJIIEKCHAS ABTOMATU3MNPOBAHHAZ KPATKAS XAPAKTEPUCTHKA ITPOAYKTA
CUCTEMA HNCIIOJIHEHNUA BIOAXETA (KACUB)

HpI/I HaJIn4ynun HCO6XOI[I/IMOCTI/I HCIIO0JIb30BaHUA 3J'IeKTp0HHOfI moaAnucCu AOJIKHBI YUYUTBIBATHCA
Tpe60BaHI/I5I, HaKJIaAbIBA€MBbIC KpHHTO-HpOBaﬁHePOM.

Cea3b

Vnanennsiii nocryn: IP coenunenue, win nroboe coenuHenue, noanepxkupawomee [P umun IPX
nakancymsauuto (PPP u T.1.), ckopocts 14400 bps 1 BbIIIe.

JlokanbHOE coenrHeHue: ot 2 Mps.

[TonpoGHOE omMcaHue MPOLEAYPhl YCTAHOBKU MPUBEICHO B «PYKOBOJICTBE 1O YCTAaHOBKEY.

Ixcnayaranus IO

- Crpykrypa u xoHdurypauus IIIIO crnpoekTUpoBaHbl M pEAIU30BAHBI C IIEJIBIO
MHHHUMH3AIHN KOJTUYECTBEHHOTO COCTaBa 0OCITYKUBAIOIETO IEPCOHAIA.

- Crpykrypa IIIIO mpenocraBiser BO3MOXHOCTh YIPABJICHUS BCEM  JTOCTYIHBIM
¢yakuonanom CHCTEMBl KaK OJHOMY CHCTEMHOMY aJMUHUCTPATOpy, TaK M pa3leleHUS
OTBETCTBEHHOCTH IO aIMUHUCTPUPOBAHUIO MEK]TY HECKOJIBKUMH aJIMUHUCTPATOPAMHU.

- O6cnyxuBanue [1110 B yactu pacmupeHHOro (GyHKIIMOHANA HE TPeOyeT KPyriIoCyTOYHOTO
MIPUCYTCTBUS CUCTEMHOT'O aIMUHUCTPATOPA.

Kou4ecTBO IITATHBIX €IUHUI M KBATH(UKALIUSA NepcoHaTa (MUHUMAJIbHbIE
TpedOBaHMSA)

1. CucremHblii aaMuHucTparop (0AHAa IIT. €OUHUIIA) — JODKEH  IOJAJIEPKUBATh
paboTOCIOCOOHOCTh TEXHUYECKHUX U MPOTPAMMHBIX CPEACTB, BBIOJIHATH HEOOXOAUMBIE TPOLEAYPHI O
00CITYy’)KUBaHUIO ABTOMATU3UPOBAHHOW CHCTEMBI, mocTpoeHHo Ha ocHoBe [IIIO u 06a3wpl AgaHHBIX
(apxuBamuu, pe3epBHOMY KOMHUPOBAHUIO U T.M.), OONagaTh HAaBBHIKAMU YCTAHOBKM M OOHOBIICHUSA
MPOTPAMMBI

2. ITonp3oBarens (He MEHEe OJTHOM IIT. €IUHHUIIBI) - JOJDKEH 00J1a1aTh.

- NpaKTHYECKMMHU HaBblkamu paboTel ¢ OC Linux, monb30BaTeIbCKUM HHTEpQEiicoM
OTIEePALIMOHHOM CUCTEMBI HA YPOBHE KBAJIM(UIIUPOBAHHOTO M10JIb30BATEII,

— y'MeHI/IeM CBO60,I[HO OCYH_IGCTBJ'I}ITL 6a3OBLIe onepauI/m B CTaH,Z[apTHBIX HpI/IJ'IO)KeHI/IHX
Linux.

- YMCHHUEM PYKOBOACTBOBATHCA COHpOBOI[I/ITCJII)HOﬁ TEXHUYECKOU ,Z[OKYMGHTaI_II/Iefl.

HemraTHblie cuTyanuu

Jns  obecriedeHuss OCHOBHOTO pekuma (yHKIHMOHUpoBaHUA CHCTEMbI, IOCTPOEHHOM Ha
ocHoBaHuu [II1O, HEOOXOIUMO BBIMOMHATH TPEOOBAHUS M BBIIEPKUBATh YCIOBHUS AKCIUTyaTallUH
MPOrpaMMHOTO  OOecreueHuss M KOMIUIeKca TeXHU4Yeckux cpelactB Cucrembl, yKa3aHHbIE B
COOTBETCTBYIOIIMX TOKYMEHTAaX (TEXHUYECKas JOKYMEHTAIUs1, MHCTPYKIIMH 10 SKCIUTyaTalluy U T.1.).

III10 npeaoCTaBIACT MHCTPYMCHTBI JUArHOCTHPOBAHUSA OCHOBHBIX MPOLECCOB U MOHHTOPHHIA
mponecca BBIIIOJTHCHUA ITPOrpaMMBI.
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KOMIIJIIEKCHAS ABTOMATU3MNPOBAHHAZ KPATKAS XAPAKTEPUCTHKA ITPOAYKTA
CUCTEMA HNCIIOJIHEHNUA BIOAXETA (KACUB)

[Ipyn BO3HMKHOBEHUHW aBapHHHBIX cUTyanuid, 1160 omubok B 11O ocymecTBisercss BHIBOI Ha
9KpaH COOTBETCTBYIOIIUX COOOIIEHUH, JUATHOCTUYECKHUE WHCTPYMEHTBHI MO3BOJISIOT COXpaHATh HAbOp
uHbopManuy, HEOOXOAUMOW ais uAeHTUUKAMH TpobieMbl (Jior Qaiiiasl OMMOOK, MOHUTOPHUHT
M3MEHEHUH, IPOU3BECHHBIX M0JIb30BATEIISIMU).

ABapuiinplii pexuM (yHKIHOHHpOBaHUS CHCTEMBl XapaKTEPH3yeTCsl OTKa30M OJHOTO HIIH
HECKOJIbKUX KOMIIOHEHT IPOrPaMMHOT0 U (MJIM) TEXHUYECKOT0 00ecreueHusl.

B ciydae nepexona CucteMsl B peaBapuitHbIN peKUM HEOOXOIMMO:
- 3aBepIIUTh pabOTy BCEX MPUIIOKEHHUH ¢ COXpaHEHHUEM JIaHHbIX;
- BBIKJIIOUUTH BCE NIepU(epuitHbIe YCTPONCTBA;

- BBIIIOJIHHUTH PE3CPBHOC KOITUPOBAHUEC 0asbl JaHHBIX.

[Tocne 3TOoro HEOOXOAMMO BBIMOJHUATH KOMIUIEKC MEPONPHUSATHHA IO YCTPAaHECHHIO MPUYHMHBI
IIepexo/1a B aBapUHHBIN PEKUM.

Heo0x0anMocTh CONPOBOKIEHUS

[lo wucreyenuu mnepuona nevictBus Kontpakra Ha compoBoxaenue I[II1O mnpexpamaercs
COIPOBOXICHUE TMOJIb30BaTenei (pabOTHUKOB) 3aKa3uuKa, a TaKKe OKa3aHWE YCIYT, OMpPEIeICHHBIX
KoHntpakrom.

[lpu sTOM y mOJB30BATENS COXPAHSAETCS BO3MOXHOCTh HCIIOJIb30BAHHS BEPCHUU IPOTPaAMMBI,
aKTyaJIbHOM Ha MOMEHT JaThl 3aBEPIUICHHS IEPHOAA COMPOBOXKICHHUS 0€3 BO3MOXKHOCTH YCTAHOBKH
MOCJIEIYIOIUX OOHOBJICHUH, HO BKJIIOYAIOIIEH B CeOs:

- 3aluCh U XpaHeHue mporpammbl 11t 9BM B mamstu DBM u ocyiecTBieHue eHCTBHM,
HEOOXOMUMBIX ISl (PYHKIIMOHUPOBAHUS TporpamMmbl it OBM B COOTBETCTBHH C €r0 TPSIMBIM
Ha3Ha4YCHHEM;

- ajanTanuio nporpamMmbl s OBM  BCTpOGHHBIMH CpEICTBAMHU HWCKIIOYHTENBHO LIS
COOCTBEHHBIX HYX;

- HU3TrOTOBJICHHE KOIIHM IporpamMmal JIs1 OBM IIpH YCJIOBUH, UTO 3TH KOIINHU IMPECAHA3ZHAYCHDBI
TOJIBKO JIA apXUBHBIX IICJ'IGﬁ, WK JJIs1 OCYIICCTBIICHHUA TCECTOBBIX pa60T Win JJ1 3aMCHBI
IK3CEMIIIAAPa IMPpOrpaMmbl IJid OBM B clIydasax, Korjga Takoun IK3EMILIIP YTCPSAH, YHUYTOKCH HUIIN
CTaJl HCIPpUTroACH AJIA UCITIOJIb30BaAHU .
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