CTPAHUIIA 1

[IPOI'PAMMHBIA MOJYJIb «KC AJIMUHUCTPATOP
JOXOJ0B. AAMUHNUCTPATHUBHAS ITPAKTHUKA»

KPATKAS XAPAKTEPUCTUKA ITPOAYKTA

«Y4eT W aJIMUHUCTPHUPOBAHUE

Iporpammubiii MmoayJab « KC AAMUHHCTPATOP 10X010B. AIMHUHUCTPATUBHAS NPAKTHKA)
Ha3nayenue u apxuTeKkTypa

«KC AamuHucTpaTop H0XOA0B. AJMUHUCTPATUBHAS MPAKTUKa» — MporpaMmMHbid moayis [1110
NOCTYIUIEHUH B OmOKeTHyI0 cuctemy (Anmunuctparop-/)»,

HpeI[HaSHaLIeHHBIf/'I IJIs1 aBTOMAaTHU3ali y4€Ta JEJ1 00 AIMHUHHUCTPATUBHBIX IIPABOHAPYIICHUAX.

IHoan3oBarTean

- AJMUHUCTPATOpPBbl MOCTYIIEHUH (MHpPOBBIE CYHbH,
Pocpeectpa, MB/I, ynpasieHust 1o BonpocamM MUIPaLvu)

TEPPUTOPUAIIBHBIEC  YIIPABJICHUSA

(I)YHKIII/IOHaJlebIe BO3MOKHOCTH

OcCHOBHBIE BO3MOKHOCTH

- PGFI/ICTpaI_[I/IH aciia 06 AIMUHUCTPATUBHOM IIPABOHAPYIICHUU

- CDOpMI/IpOBaHI/Ie IMOCTAHOBJICHU 110 ALY 06 AIMUHHUCTPATHUBHOM IIPABOHAPYHICHUU
- DopMUPOBAHHE CYMM NPUHYAUTEIBLHOIO B3bICKAHNUS;

- OTpa)KeHI/Ie CYMM IIPUHYAUTCIIBHOTI'O B3bICKAHHS B 6IOI[)KCTHOM y4deTe.

IIpeumymecTBa
- YHUGUIUPOBaHHBINA TOAXO0. K (POPMHPOBAHUIO JOKYMEHTOB;

— ABTOMaTI/I‘leCKOC 0T06pa)KCHI/Ie B 6IO,Z[)K6THOM yque.
Yceranoska III1IO

CucremHble TpeOOBaHUS

CucreMHubIe

TpeOOBaHUS K TMPOTPAMMHOMY MOJYJIIO OOYCIOBIEHBI |

COOTBETCTBYIOT

TpeboBanusM K ucxoxHomy IO «Anmunuctparop-», HEOThbeMJIEMOH YacTblO KOTOPOM MOIYyIb

SABIIACTCA.

ITponykt Mmoxet 3¢ dekTuBHO paboTaTh Ha 1000 Linux miatdopme.

MunumMajibHbIe TpeﬁOBaHﬂﬂ OnTuMajbHbIe Tpeﬁonamm
(m0 100 moan30BaTesieii) 100-400 400+
Cepgep 16 sinep 16 sigep (MUHMMAIBHO) 32 sapa (MUHUMAIBHO)
o3y 4I'b 32I'b 128Tb
HDD 256I'b 256I'b 1Th
Kenarensrno Hanmane RAID maccuBa yposas 1 + 0.
Kiauenr
Pa3pemenne 1200* (orpannueHHast 19201200 1920x1200
JKpaHa noiepskka 1024-768)
o3y ITb AT'b 8I'b
HDD 256GB 512GB 512GB

|. Pekomenayemasi konpurypanus cepsepa B/l (1151 ontHoBpeMeHHO padoThl 10 200
MoJIb30BaTeJiei)

| ArmapaTﬂoe odecneyeHue
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[IPOI'PAMMHBIA MOJYJIb «KC AJIMUHUCTPATOP

KPATKAS XAPAKTEPUCTUKA ITPOAYKTA

JOXOJ0B. AAMUHNUCTPATHUBHAS ITPAKTHUKA»

Kanan cessu

| 1000 MBut/c

BHenrnee THCKOBOE X

AHWJINIIC

Tpebosanus

Cas13b xpanmmnia ¢ cepsepom 1o FiberChanel

JAucku (yka3aHo MUHMMAJbHOE KOJIHYECTBO)

Yempotuicmeo
Xpanenusi konuii 6a3
OaHHbIX

Jns XpaHeHuWs apXWBOB 0a3 JaHHBIX pPEKOMEHIyeTcs WMeTh He3aBucumble oT RAID-maccuBa
YCTPOMCTBa XpaHEeHHs1, HalpuUMep, TUCK 00bEMoM 10 1 TO

IIporpammMHoe obecnieuenne

Cepeepnast Bepcus Linux OC — Debian 10 u Bbimie
REDOS 7.1 u Bbiie

Onepayuonnas Anpt LINUX 8 1 BBIIIE

cucmena Astra Linux 1.6 u Beiie
ROSA Enterprise 7.3 u BbilIe

Cepeep BIT PostgreSQL 13.1 u BrImre

PostgreSQL 14.1 u Brimre

Il. Pexomenayemasi konpurypamusi Bed-cepepy Apache (Heodxoauma oTaeJbHAasI

MalIUHA)

AnmnapatHoe ofecnieyeHHe

o3y

4 T'6 — MUHIMYM
1616 u BBIIIE — pEKOMEHIYETCS

Lenmpanvnwiii
npoyeccop

CPU 3.0 [Ty — MuHUMYM
2 yetplpéxpsagepHbix CPU — pekomeHnayercs

Kanan ceéssu

100 Mbur/c

IIporpamMHoe obecnieueHue

Onepayuonnas
cucmema

Pexomenmyemas koH(bUTYpalus cepprca npriokeHuit (Apache, Nginx)
Cepgepnast Bepcus Linux OC — Debian 10 u Beimie

Centos 7 u BbImIe

REDOS 7.1 u BblmIe

Anpt LINUX 8 u BbIIIIE

Astra Linux 1.6 u BeImIe

ROSA Enterprise 7.3 u Bbiiie

Pexomenmyembie Bepcuu http cepsepon
http cepsep Apache 2.4
http cepsep Nginx 1.18.0

Pexomenyercs asis mosib30BarTesnel pacnapaiienuTh:

00paboTKy CepBHUCOB BXOSIIUX OOpaIIeHU K JaHHBIM M K 0OHOBIeHUsIM Bepcuid [10 Ha

cepBepe 00padoOTKM CEPBUCOB;

ucnomHenne SQL-3ampocoB Ha cepBepe.

Opranuzanys paboT Ha OJJHOM CepBepe BO3MOXKHA, HO B 3TOM KOHuUrypauuu ero pecypcst CPU
nu O3Y mna ucnonHenust SQL-3ampocoB OynyT BBIHYXAEHHO paclpelensTbcs, B TOM 4YHMCIE U Ha
HCTIOJIHEHUE CEPBHUCOB, YTO HETATUBHO CKa)KETCs HA MPOU3BOJUTEIBHOCTH.

III. PexomeHnayemasi KOH(pUrypauus padoyeil CTaHIUHA

AnmnapatHoe o0ecneyeHue

o3y

2 I'6 — MuUHMMYM,
8I'0 u BhIIIE — pEKOMEHYeTCsI

LenmpanvHutii

CPU 1.6 I'T1y — MuUHUMYM,

npoyeccop CPU 2.2 I'T1 — pekomMeHIyeTcs
HDD, c60600n0e | 2 I'0 — MUHUMYM,
NPOCMPAaHCmeo 10 I'6 — pekomenayercst
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[IPOI'PAMMHBIA MOJYJIb «KC AJIMUHUCTPATOP KPATKAS XAPAKTEPUCTUKA ITPOAYKTA
JOXOJ0B. AAMUHNUCTPATHUBHAS ITPAKTHUKA»

Monumop, 1024x768 — MUHUMYM,
paspeuierue He Hxe 1680x1050 - pexoMeHayeTcst

Kanan ceaszu nnkancynsuuio (PPP u 1.1.), ckopocts 14400 bps u Bblie.

VY nanenusid nocryn: [P coenunenune, wim naroboe coequneHue, noanepxusatomee [P wim IPX

JlokanbHOE COeIUHEHHE: HE KPpUTHUYHO, OT 2 MpS

IIporpamMHoe obecnieuenne

Onepayuonnas BBIUMCITUTENBHBIX MarivH U 0a3 nanueix (PEJ OC 7.1 u BbIIIe Mo IpOrpaMMHON TIATPOPMOi
cucmema RED WINE u T.1.)

OHepaHI/IOHHLIe CUCTEMbI B CJIUHOM PpECCTPE pOCCHﬁCKPIX mnporpaMm  Jid  3JICKTPOHHBIX

Pexomendyemcs ucnonvzosanue 64-paspaonsix OnepayuoHnbIX CUcmem

110

Hononnumenvroe 3I1 (CryptoPro Bepcun 3.0).

Jiist paboTsl ¢ 3nekTpoHHON monanuckio (1) HeoOX0ANMO YCTaHOBHUTH M HACTPOUTH CHCTEMY

ITpn HammaMy HEOOXOIUMOCTH HMCIONB30BAHUS 3JIEKTPOHHOW MOANMCH IOJDKHBI YUUTHIBATHCS
TpeOOBaHMUs, HAKJIAAPIBAEMbIE KPHIITO-TIPOBAHIEpOM.

Ixcnayaranus IO

- Crpyktypa u kou¢urypanus IIIIO copoeKTHpOBaHBI H PEaJM30BaHBI C  IEINBIO
MUHMMM3ALHN KOJTUYECTBEHHOTO COCTaBa 00CIYKMBAIOIIET0 IEPCOHAA.

- CprKTypa III10 npeaoCTaBIICT BO3MOKHOCTBL  YIPABJICHUS BCEM  JOCTYIIHBIM
(I)YHKI_[I/IOHB.J'IOM CucremMbl Kak OIHOMY CHUCTEMHOMY AaIAMHUHUCTPATOPY, TaK U pPa3ACJICHUA
OTBCTCTBCHHOCTH IO aIMUHUCTPHUPOBAHUIO MCIKAY HCCKOJILKUMU aAMUHUCTPATOPAMH.

- O6cnyxuBanue [1110 B wactu pacmupeHHOro (GyHKIIMOHANA HE TPEOyeT KPyriIoCyTOYHOTO
MIPUCYTCTBUS CUCTEMHOT'O aIMUHUCTPATOPA.

TpeOoBaHus K MOATOTOBKE MOJIb30BaTeIeH

Bripenstores cienyromnme posiu:
- CHUCTEMHBIN aJIMUHUCTPATOP;
- aIMHUHUCTPATOP;

- IIOJIB30BaTCIIb.

OCHOBHBIMHA @YHKHI/ISIMI/I CUCTCMHOI'0O aJIMUHHUCTpPATOPA ABJIAIOTCA:

- MOJICpHU3AIMsS, HACTPOIIKa U MOHUTOPUHT PabOTOCTIOCOOHOCTH KOMIIJIEKCAa TEXHUYECKUX
cpencTB (cepBepoB, pabOUMX CTAHIIUN);

- YCTaHOBKA, MOJIEpHU3AIIMS, HACTPOIIKa 1 MOHUTOPUHT PabOTOCTIOCOOHOCTH CHCTEMHOTO U
6a30BOro MPOrpaMMHOT0 OOECTIeUeHUs;

— YCTaHOBKA, HACTPOIIKa U MOHUTOPUHT pabOTOCIIOCOOHOCTH TPOrPaMMHOT0 KOMILJIEKCA;

- BE/ICHHE YYETHBIX 3alKceil Mojb3oBaTeNell CHCTEMbl W MX TPYMN (CO3IaHMe, yIalleHHe,
U3MEHEHHE aTpUOYTOB).

TpebGoBanus K TOATOTOBKE CUCTEMHOTO aMUHUCTpaTOpa:

- BBICOKHH ypOBEHb KBaJU(UKAILINH;

- HAJIMYUC TMPAKTUYCCKOrO OIIbITa BBIIIOJIHCHUA pa60T o YCTAaHOBKC, HaCTPOﬁKe n
AIMUHUCTPUPOBAHUIO HPOTPAMMHBIX W TEXHHUYCCKUX CPCACTB, CHUHCTCM YIIPABJIICHHUA Oazamu
JaHHBIX.

OCHOBHBIMHU (I)YHKI_II/IHMI/I AIMUHUCTpATOpAa ABJIAIOTCA:

- HacTpOWKa IPOrpamMMmBbl;
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[IPOI'PAMMHBIA MOJYJIb «KC AJIMUHUCTPATOP KPATKAS XAPAKTEPUCTUKA ITPOAYKTA
JOXOJ0B. AAMUHNUCTPATHUBHAS ITPAKTHUKA»

- pa3paboTka 1 peayinzanus 3PPEKTUBHON MOJUTHKU JOCTYIA K HHOOPMALIMU, XpaHSIICHCS
B 0a3ax JaHHBIX;

- yIpaBJieHUe MpaBaMu JOCTYIIA OJb30BaTeNel K PYHKIUAM U JAHHBIM MPOTPaMMBbI.

TpeOGoBaHMsI K TOJTOTOBKE aIMUHUACTPATOPA:
- BBICOKHI YpOBEHb KBaJIM(DUKAIINH;

— HAJIMYME TPAKTUYECKOTO OIbITa BBINOJHEHUS padoT MO YCTaHOBKE, HACTPOMKE U
aJIMMHHUCTPUPOBAHUIO IPOIPAMMHBIX U TEXHUYECKHUX CPEJCTB.

OCHOBHBIMH (bYHKHI/IHMI/I IIOJIB30BATCIIA ABJIACTCA PCIICHUE IMIPAKTHYCCKUX 3aaa4 B COOTBETCTBUUA
C q)YHKI_[I/IOHaJIBHBIMI/I BO3MOXHOCTAMU IIPOrpaMMBI.

Tpe6OBaHI/I5[ K IIOATOTOBKEC I10JIB30BATCIIA:

- HaJIU4HuC OIIbITa pa6OTBI C MEpCOHAJIbHBIM KOMIIBIOTCPOM Ha baze OICPpallMOHHBIX CUCTCM
Windows/Linux na ypoBHe KBau(UIIMPOBAHHOTO MOJIb30BATEIIS;

- yMEHHE CBOOOJHO OCYHIECTBISATH 0a30BBbIE ONEpPAallMd B CTAaHIAPTHBIX NPUIOKECHHUAX
Windows/Linux.

HemrraTHble cuTyauumn

I[J'IH obOecrieyeHnss OCHOBHOIO peKruMa (bYHKI_II/IOHI/IpOBaHI/IH CHUCTEMBI, B COCTaB KOTOpOﬁ BXOAHUT
HpOFpaMMHHﬁ MOAYJIb, H606XOI[I/IMO BBITIOJIHATH Tpe6OBaHI/I$[ U BBIACP)KUBATH YCJIOBHA SKCILTyaTalluU
IMporpaMmMHOIO oOccIieyeHHsI MW KOMILIEKCAa TEXHUYCCKUX CpCACTB CHUCTCMBbI, YKAa3aHHBLIC B
COOTBCTCTBYIOIIUX NOKYMCHTAX (TGXHI/I‘IGCKaﬂ AOKYMCHTAaIUs, MHCTPYKIUHU I10 SKCIUTyaTalluu U T.,Z[.).

III10 npeaoCTaBIACT MHCTPYMCHTBI JUArHOCTUPOBAHUA OCHOBHBIX IMPONECCOB M MOHUTOPHHIA
mponecca BhIIIOJIHCHUA ITPOrpaMMBI.

[Tpy BO3HMKHOBEHHMM aBapUHBIX cUTyaluii, 1u6o omubok B IO ocymiecTBisiercs BbIBOA Ha
9KpaH COOTBETCTBYIOIIUX COOOMICHWH, MMArHOCTUYECKHE WHCTPYMEHTHI MO3BOJSIOT COXPAHATH HaOOp
uHpopMaluy, HeoOXOoAUMOW ans uAeHTUUKAMU TpolneMbl (Jor Qaiasl OMMOOK, MOHUTOPHUHT
M3MEHEHHH, TIPOU3BEICHHBIX MOJH30BATEIISIMH).

ABapuiiHBI pPEXUM (DYHKIMOHUPOBAHUS CHCTEMBl XapaKTEPU3yeTCsl OTKa30M OIHOIO MU
HECKOJIbKUX KOMIIOHEHT IPOTPaMMHOTO U (MJIM) TEXHUUECKOro 00eCeueHHUs.

B cnyuae nepexoza cucTeMsl B IIpeiaBapuiHBIA PEKUM HEOOXOIUMO:
- 3aBEpILUTH pabOTy BCEX MPUIIOKEHUH C COXpaHEHHEM JaHHBIX;
- BBIKJIFOUUTD BCe MEepU(epuilHbIe yCTPONUCTBa,

- BBITNIOJHUTH PE3€PBHOE KONUPOBAaHNE 0a3bl JaHHbBIX.

[Tocne 3TOrO0 HEOOXOAMMO BBIMOJHUTH KOMILJIEKC MEPOINPHUATUI MO YCTPAaHEHUIO HPUYUHBI
Iepexo/ia B aBapUHHBIN PEKUM.

Heo0xoanMocTh CONPoOBOkKACHUSA

ITo wucreuenun nepuona neiictBust Kontpakta Ha conpoBoxiaenue IIIIO npexpamaercs
COIIPOBO’KACHUE TMOJb30BaTeNneil (paboTHUKOB) 3aka3uMKa, a TAaKXKe OKa3aHUE YCIYT, ONpeeseHHBIX
Kontpakrom.
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[Ipn sTOM y mOIB30BaTENsl COXPAHAETCS BO3MOYKHOCTH HCIOJIb30BAHUS BEPCUM IIPOrPAMMBI,
aKTyaJbHOM Ha MOMEHT JaThl 3aBEPUICHUs IEPHOAA COMPOBOXKIEHHUS 0€3 BO3MOXXHOCTH YCTAaHOBKH
Hocjeyomux 0OHOBIEHUH, HO BKJIFOYAtOLIeH B ceOs:

- 3amuch U XpaHeHue nporpammel it 9BM B mamsitu OBM u ocymiecTBieHue IeUCTBUN,
HEOOXOIUMBIX Il PYHKIMOHUPOBaHUS mporpammbl A 9BM B cOOTBETCTBUU C €ro MPSIMbIM
Ha3HAUYCHHUEM;

— ajanTanuioo mnporpammbel g OBM  BCTpOCHHBIMU CPEACTBAMHU HUCKIIOUUTEIBHO ISt
COOCTBEHHBIX HYX/I;

- M3rOTOBJICHUE KON IIporpamMmsl Uit OBM npu yciioBuu, 4TO 3TH KOIMH IIPEAHA3HAYEHBI
TOJIBKO JJIi apXUBHBIX I€Je, WIM U1 OCYIIECTBJIEHUS TECTOBBIX PA0OT MM A 3aMEHbI
sK3eMIuIApa nporpammsl i1 OBM B ciiydasx, Korja Takoi 3K3eMIULSIp yTepsiH, YHUUTOKEH WU
CTaJl HEIIPUTOJIEH JJIS1 UCIIOJIb30BaHUS.
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