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CTPAHUIIA 2
BE3OITACHOCTb RMS

UHTETPAIIUA-KC

AHHOTANIUA

Hacrosimumii TOKyMEHT SIBJISICTCS 4aCThiO PYKOBOJICTBA IMOJIb30BATEIIS POIrPAMMHOIO KOMILIEKCa
«Uuterpanusa-KC» Bepcun 3.9 or 01.03.2022 r. u CcomepXHUT ONHCAHUE ONEpAUil IO
aJIMIHUCTPUPOBAHHUIO cepBrca oOMeHa coobinenusmu RMS (Remote Messaging Service).

PykoBO/JCTBO COCTOUT UX ABYX pa3feioB:
— Onwucanue onepanuii.
— PexoMmeHnmanuu o oCBOECHHUIO.

Paznen «Onucanue onepayuiiy COACPKUT OINKMCAHWE BCEX BBIMOJHACMBIX (YHKIMH, 3amad,
OIMHMCaHUE OTepaIiii M0 aIMUHUCTPUPOBAHHIO CEpBUCA OOMEHA COOOIICHUSIMHU.

Pazgen ((PeKOMeHOClI/;uM no OCBOCHHIO» COACPKUT PCKOMCHAAIIMUM HW PA3BACHCHUA 110
HCIIOJIb30BAHHUIO CEPBUCA oOMeHa COO6I_H€HI/I${MI/I IIOJIB30BATCIIEM.

PEJTAKILIA 01



CTPAHUIIA 3

NHTETPALIUA-KC BE3OITACHOCTH RMS
COJEPXAHUE

BBEJIEHUE .........uuuuuuuuuuuuuuuuusssnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnes 4
N 0 ) 17 (07N 5 07 0 00 0) 1 008N 11 1 U 5
1.1, AZMUHUCTPATOP (ADMIN.ASHX) cureuveretessestesteaseeseessesessessesseassasssssessessessesseassesssssessessessessesssnssssessessesseseassssssssessessenses 5

1.2, WEB API (SERVICE.ASHX) ...vtittiteeueertesestessestesseaseessessessessessessesssasssssessessessessesssesssssessessessesssessessssessessessessasessssssessessenses 5
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2. PEKOMEHIAIIAY IO OCBOEHHIEQ ........ccccoiiuiiiiiiiiiieeeeiitieeesatteeeeassteeeesstseeeesasreseeasstsseessasssseesansssssessnnes 7
IIEPEUEHDB COKPAIIEHMIL .........ooviiiiiiiiiiiiiiiiiiic e e e e ettt e et e e e e e s ettt e e e e e e e e s s aat bt e e e e e eeesssssabbbeeeeeaeesessnnsreeneeeas 8
JIMCT PETUCTPALIMM MBMEHEHUIT ...ttt e e e e e s st ae e e e e e e e s st ba e e e e e e e s s e snnreeeeeeas 9
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CTPAHUIIA 4

WHTETPALIUSA-KC BE30OITACHOCTb RMS
BBEAEHUE
Hacrosmee pyKOBOACTBO IIOJB30BaTENsl CONEPKUT OINMCAHWE aJIMHHHUCTPUPOBAHMS CEpBHUCA
oOMeHa cooOmeHusMU  TIporpaMMHoro komiuiekca «Muterpanusa-KCy» (mamee — «mmporpaMMHBIH
KOMILJICKCY).

YciaoBHBIE 0003HAYECHUSA
B ,Z[OKYMCHTC I/ICHOJ'IBSYIOTCH cnez[ylonme YCJ'IOBHBIG O603H8.LIGHI/I$IZ

@ VBenomienue — Baxkuble cBelleHUs 0 BIUSHUHU TEKYIIUX JECHCTBUHN MOJIb30BaTENS
Ha BBITIOJIHEHHE IPYruX GYHKIWH, 3a/1a4 TPOrPaAaMMHOTO
KOMILJIEKCA.

& [Ipenynpexnenne — BaxHbie CBEICHUS O BO3MOXKHBIX HETATUBHBIX TTOCIEICTBUIX

JECUCTBUH IOJIL30BATEN.

KpI/ITI/I‘leCKI/I BaXHBIC CBCACHUA, HpeHe6pe>I<eHHe KOTOpPbIMU

0 [Ipenocrepexenue
MO>KET IMPUBECTH K OIINOKAM.

A
C\J_/Q) 3ameuanue — Ilone3nbie JONOJHUTEIbHBIE CBCACHUA, COBCTHI,
06H_ICI/I3BCCTHI>IC (baKTBI X BBIBOJHI.

[BeimomuTs] DyHKIIMOHAIBHBIC YKPAHHBIC KHOIIKH.

<F1> — KunaBumm xiaBuatypsl.

«ex» — HaumeHnoBanust 00HEKTOB 00paOOTKH (PEIKUMOB).
Craryc — Ha3sBaHus SI€MEHTOB TI0JIB30BaTENLCKOTO HHTEpdETica.
OKHA => HABUFATOP — Hapwuranus 1o myHKTaM MEHIO U PEKHUMaM.

n.211 — CCBUIKH Ha CTPYKTYPHBIE 3JICMEHTBI, PUCYHKH, TAOJIUIIBI
PUCYHOK 5

TCKYIICTO JOKYMCHTA, CChIJIKU Ha APYTUC NOKYMCHTHI.
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CTPAHMUIIA 5

UHTETPAIIUA-KC BE3OITACHOCTb RMS

1. OIIMCAHHME OIEPALIIUI

Kak wu3BectHo, Oe3omacHOCTh oOecreunBaeTcs KOMIUIEKCOM Mep: aJIMUHUCTPATUBHBIMH,
TEXHUYECKHMH, MPOTPAaMMHBIMH MepaMu mp. B 1aHHOM HOKyMEHTEe paccMaTpuBaeTcs oOecriedeHue
0€30MacHOCTH Ha YPOBHE CaMOTr0 CepBHUCa.

HenpowusBonsHo mim crnenuansHo RMS-cepBuc MoxkeT ObITh JOCTYNEH U3 BHE, T.€. U3 CETH
Internet wiu Intranet. B Takux ciydasx HeoOXoauWMa 3aluTa, T.€. aBTOPU3OBAHHBIN JOCTYI K €ro
pecypcam u K MEXaHU3My OTIPABKHU/TIpreMa COOOIICHU.

AyTeHTu(UKaAIMS ONpeaeNseT - KTO BOILIEN B CHCTEMY, IOJl KaKUM HUMEHeM, a ABTOpHU3aIUs —
MMeeT JIM JaHHbIM MOJb30BaTeNb MpaBa HA T€ WIM MHBIE pecypchl u omnepauuu. Ha ypoHe ASP.NET
npuiIoKeHus, koum sBisiercs RMS-cepBuc, ayreHTuduKanus BKIIOYASTCSA/OTKIIOUaeTCsa B (haiiie
Web.config:

<system.web>
<!-- AyTeHTudukauymua: None, Forms -->
<authentication mode="Forms">
<forms loginUrl="~/admin.ashx/Login" timeout="2880" />
</authentication>

</system.web>

[lpu pexume ayreHtudukaimu oraumdaom ot None, moboi http 3ampoc k' RMS-cepsucy
MPOXOIUT TIPOBEPKY HA HAJIM4YME CIEIUAIBHOTO TOKeHa Oe3omacHocTu. JlanmpHeiliniee mMmoBeaeHHE
CHCTEMbI 3aBHUCHT OT peajiM3allii MEXaHH3Ma aBTOPH3AlMM Ha YPOBHE KOHKPETHOTO 3alpamidBacMOro
pecypca.

VY cepBHca IBe BHEIIHUX TOYKH JOCTYIA, Yepe3 KOTOPbIE MPOUCXOIUT OCHOBHOE OOpalIeHHE K
pecypcam:

— admin.ashx;

— Touka Bxoaa Web-agmuHKHCTpaTOpa cepBHCa.

— service.ashx

— Touka Bxomaa st yaaneanoro RMS-cepBuca mu kakoro-nmu6o http-kiuenra.

1.1. Aamuuuctpartop (admin.ashx)

IIpu mepBoM oOOpalieHUH Kakoro-inbo IMoyib30Batelss K cepBucy uepe3 admin.ashx, 3ampoc
nepeHanpaniseTcs MeToy Login, B OTBET Ha KOTOPBI CEPBHUC BO3BPAIACT CTPAHHILY BXOJA B CHCTEMY.
[Tonb30BaTenb-aIMUHUCTPATOP CEPBUCA BBOAHUT MM M TApOJib B COOTBETCTBHUHM C MX 3HAUEHHUSMHU W3
daitna Rms.config.

[Tpu mpaBUIBLHOM BBOJE MMEHHU U MApOJis, CEPBUC aBTOPU3YET MOJIH30BATENs U BO3BPAILAET EMY
CTIEMANBHBIA TOKEH 0e30MacHOCTH. DTOT TOKEH CYIIECTBYET O MOMEHTa BBIXOJA ITOJIb30BATENs W3
CHCTEMbI WJIH JI0 3aKpBITHs OKHa Opay3epa. TokeH — 370 crieruaibHas 3ammdpoBanHas Cookie, koropast
XpaHUT M3 Tosb3oBarens. OHa 3amudposana kouom Web cepsepa u He 3anomunaercs Gpaysepom, a
«ITyTEUIECTBYET» OT Opay3epa K CEpBUCY M 0OpaTHO MPH KaxKIOM 3apoce.

CyllecTBYIOT pecypchl Ha CEpBHUCE, KOTOPbIE MO TE€M WM HMHBIM MPUYMHAM HE 3aIIMIICHBI.
[IpoBepka Kk 1OCTyMmy K HUM HE BBITTOJIHSIETCS.

1.2. Web API (service.ashx)

JlaHHast TouKa JAOCTyIa NpeacTaBiser codor nporpammusiii Web APl MexaHH3M MOIKITIOYSHUS K
cepeucy. B ormmume ot admin.ashx, sta Touka moctyma He mpenocrtaBiser rpaduueckuii GUI
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CTPAHMUIIA 6

UHTETPAIIUA-KC BE3OITACHOCTb RMS

uHTepdeiic, T.e. He conepxxut Web-crpanum. Yepes Hee k cepBucy mo hittp mpoTOKoIy MOIKIIOYAIOTCS
npyrue RMS-cepBuch n/unu pa3nuvHble KIMSHTHL

OcCHOBHOI pecypc, 3ampalirBaeMblii depe3 Service.ashx — sto Kanaimel cooOmieHuid. I[lpu
MOJIKJIFOYCHUH K KaHaly, yIaJICHHbI KJIMEHT BbI3bIBacT MeTo LOQiN qaHHOM TOYKM 0OCTYyIa U epeaaeT
B KauecTBE IlapaMeTpa BUPTYallbHBIN aJpec KaHana U napoib. s ycremHoi ayreHTu(uKauuy KaHai ¢
TaKUM HUMEHEM JIOJDKEH OBITh 3aperucTpupoBaH HAa JAHHOM CEpBHUCE, a NMEPEAaHHBIA Mapoib JIOJKEH
COBIIQJIaTh C BXOJHBIM IIapojieM, 3aJaHHbIM B CBOMCTBaX 3TOro KaHaja. B ciywae ycnemHoro
MOJIKIIIOUYEHUS, CEPBUC BO3BpaIlaeT TOKeH ayTeHTH(ukaumu. [Ipu kaxkaoMm mocienyromeM 3ampoce
CEpBUC NPOBEPSIET HAIMYME JAHHOIO TOKeHa. Eciy oH He nepesaH, TO CepBUC T€HEpUPYET OIINOKY.

Jlnsi GJIOKMPOBKM BCEX BHEIIHHMX 3allPOCOB K Service.ashx, cepBuc noikeH OBITH MepeBeicH
anmunuctparopom B Offline pexxum. Ero pabora Oyner mnpomoinkeHa B OOBIYHOM pEXHUME 3a
UCKJIIOYCHUEM J0CTYIa K PYHKIMOHATY, peaoctasisiemomy Web APl unrepdeiicom.

1.3. 3akaouyeHue

st obecrieueHust GE30MaCHOTO JOCTyMa K pecypcam cepuca ucmonb3dyercs ASP.NET Forms
ayTeHTU(uKanus. Ee npenmyIiecTBo COCTOUT B TOM, YTO OHA MaJlo 3aTpaTHasl 110 pecypcaM, He CHIDKAeT
ObICTpOJICIiCTBHE, HE TIOTPEOIISET JOMOIHUTEIbHBIE MOIHOCTH. HeaocTaTok ee B TOM, 4TO JO MOMEHTa
aBTOpU3AllMH, T.€. 10 MOMEHTA MOJIy4YeHHs TOKEHa ayTeHTU(UKALIUH, UM ¥ TIapOJIb IIEPEIalOTCs O CeTH
B OTKpBHITOM BuJe. JlJig HCKIIOYEHHsS TAaKoro BUAA Yyrpo3, NpUMEHseTCs WHU(pOBaHUE KaHala, T.C.
npoTokou https.

Ecin cepBuc BuzmeH u3z cetu Internet, To pexomenayercss Juid BCeX KaHAJIOB YCTAaHOBMTH
BXOJAIIUHI Mapoib. Takoi e mapoib, TOJbKO MCXOJAINN, He0OX0aUMO OyAeT ycTaHOBUTh y Remote-
KAaHaJOB Ha JpPYroM KOHLE COeAuHEeHMs. Bxonsummil mapoiap He JeiCTBYeT Ha JIOKAJIbHBIM OOMEH
cooOuieHussMu Mexay 1Byms BJl, T.K. B 3TOM cilydae UMs M Mapojib 33Jal0TCs B CTPOKE MOJKIIOUYEHUS K

BJ1.
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CTPAHUIIA 7

UHTETPAIIUA-KC BE3OITACHOCTb RMS

2. PEKOMEHJAIMH ITO OCBOEHUIO
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CTPAHUIIA 8

UHTETPAIIUA-KC BE3OITACHOCTb RMS

NEPEYEHb COKPAILIEHUI

B AOKYMEHTEC UCIIOJIB3YIOTCA CICAYIOINE COKpaIllCHUA:

[TIK — nmporpaMMHbIi KOMILJIEKC.
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CTPAHUIIA 9

UHTETPAIIUA-KC

JUCT PETUCTPAIIMA UBMEHEHU

BE3OITACHOCTb RMS

Howmep DUO
IIpumeuanue Hara
BEPCUH WCTIOJTHUTEIIS
01 Hauansras Bepcus 02.03.2016 | ITaxomos I.T.
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